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Cigital performed a security assessment of one test case that is part of the Static Analysis Tool Exposition (SATE), in order to identify the most important security weaknesses for the National Institute of Standards and Technology (NIST).

Cigital selected the Intelligent Platform Management Interface (IPMI) dissector for Wireshark version 1.2.0 as the test case, and performed extensive fuzzing against the protocol in order to exercise the dissector and uncover any issues. Interestingly both the Linux ipmitool client and the simulator used exhibited stability issues, including crashes, hangs, and even detection of buffer overflows. One issue was uncovered in the IPMI Wireshark dissector version 1.2.0, and was validated to be fixed in version 1.2.18. The methodology used is described in section 2 of this document and summarized below:

· Performed initial network based fuzzing using Wireshark sample IPMI PCAP files, tcpreplay, and ProxyFuzz
· Simulated IPMI endpoints with Gambit MIMIC simulator
· Set up and ran network based fuzz testing using ipmitool (client) and MIMIC (server) through ProxyFuzz
· Logged approximately 7 days of random network based fuzzing (in both requests and responses)
· Recorded clean traffic PCAP files for file based fuzzing
· Set up and ran PCAP based fuzz testing using Wireshark’s own fuzz tool
· Logged over 85,000 test cases
· Performed manual code review in order to identify issues that may be susceptible to targeted fuzzing
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The scope of this assessment included the Wireshark-1.2.0 IPMI dissector:
· Source files included:
· packet-ipmi-session.c
· packet-ipmi.c
· packet-ipmi-chassis.c
· packet-ipmi-storage.c
· packet-ipmi-picmg.c
· packet-ipmi-bridge.c
· packet-ipmi-app.c
· packet-ipmi-update.c
· packet-ipmi-pps.c
· packet-ipmi-transport.c
· packet-ipmi-se.c
· Sample packet captures provided by Wireshark included:
· ipmi.SDR.FRU.SEL.pcap
· ipmi.sensor.event.RR.pcap
· Techniques included:
· Network based fuzzing
· PCAP file based fuzzing
· Manual source code review

The scope of this assessment included:
Network based fuzzing
PCAP file based fuzzing
Manual source code review
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· tcpprep and tcprewrite used on Wireshark example PCAP files (ipmi.SDR.FRU.SEL.pcap, ipmi.sensor.event.RR.pcap) in order to use tcpreplay to fuzz them through proxyfuzz for initial coverage while getting environment set up
· tcpprep --cache ipmi-SDR.cache --pcap ipmi.SDR.FRU.SEL.pcap --port
· tcpprep --cache ipmi-sensor.cache --pcap ipmi.sensor.event.RR.pcap --port
· tcprewrite --endpoints=192.168.145.132:192.168.145.133 --cachefile=ipmi-SDR.cache --infile=ipmi.SDR.FRU.SEL.pcap --outfile=ipmi-SDR.pcap
· tcprewrite --endpoints=192.168.145.132:192.168.145.133 --cachefile=ipmi-sensor.cache --infile=ipmi.sensor.event.RR.pcap --outfile=ipmi-sensor.pcap
· sudo tcpreplay -i eth0 ipmi-SDR.pcap
· sudo tcpreplay -i eth0 ipmi-sensor.pcap
· IPMI Server Simulator: Gambit MIMIC Trial
· IPMI Linux client “ipmitool” makes 6 queries (based on simulator implementation):
· ipmitool -I lan -H <IP> -U admin -P admin123 -A MD5 -E session info all 
· ipmitool -I lan -H <IP> -U admin -P admin123 -A MD5 -E chassis status 
· ipmitool -I lan -H <IP> -U admin -P admin123 -A MD5 -E raw 0x06 0x01 
· ipmitool -I lanplus -H <IP>  -U admin -P admin123 -E session info all 
· ipmitool -I lan -H <IP>  -U admin -P admin123 -A MD5 -E sdr list 
· ipmitool -I lan -H <IP>  -U admin -P admin123 -A MD5 -E sensor list 
· Recorded PCAP file of above requests and responses
· Looped above requests and responses through ProxyFuzz (ran for ~7days)
· Wireshark monitored fuzzed traffic to exercise dissector
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· Used Wireshark example PCAP files (ipmi.SDR.FRU.SEL.pcap, ipmi.sensor.event.RR.pcap) as well as two generated PCAP files using simulator (ipmi-auth-set1.pcap, ipmi-mimic-set1.pcap)
· Ran Wireshark’s own fuzzing tool to fuzz and exercise dissector
· Executed approximately 85,000 test cases
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Looked for issues that might indicate an area for targeted fuzzing
None identified independently
Wireshark Bug 3559 reviewed after identification via version diffing and debugging
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Results
Cigital uncovered a single buffer overrun due to improper array index validation (CWE-129) in the file “packet-ipmi-se.c”. On line 2743 there is a for loop that should be constrained to the declared size of the array (which is 4 elements) but version 1.2.0 does not have the constraint and when the loop iterates more than 4 times it leads to out of bound access in the call to “proto_item_add_subtree()” (on line 2746). Version 1.2.18 has the updated loop with the iterator constrained to 4, and was validated through testing and manual code review.

packet-ipmi-se.c:

for (i = 0; offs < len; i++, offs++) {
		val = tvb_get_guint8(tvb, offs);
		ti = proto_tree_add_text(tree, tvb, offs, 1, "%s (byte %d)", desc, i);
		s_tree = proto_item_add_subtree(ti, *tsel[i]);


5c5
<  * $Id: packet-ipmi-se.c 29099 2009-07-15 00:10:08Z gerald $
---
>  * $Id: packet-ipmi-se.c 27050 2008-12-18 19:08:49Z wmeier $
2743c2743

< 	for (i = 0; (offs < len) && (i < 4); i++, offs++) {
---
> 	for (i = 0; offs < len; i++, offs++) {

During fuzzing, gdb caught the out of bounds access:
Program received signal SIGSEGV, Segmentation fault.
0x00da8285 in add_events (tvb=0x8640c20, offs=5, tree=0x86e08c0,
    tfs=0x170eee0, desc=0x1468628 "Enabled events") at packet-ipmi-se.c:2746
2746                    s_tree = proto_item_add_subtree(ti, *tsel[i]);
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Cigital recommends that additional fuzzing coverage be conducted to increase the likelihood of finding issues in the IPMI dissector. PCAP based file fuzzing is Wireshark’s own recommended testing method for dissectors, and running such fuzzing is trivial once effective PCAP files are available. 
Cigital used sample PCAP files, as well as PCAP files generated by querying an IPMI simulator with the Linux IPMI client. If more advanced or robust IPMI traffic was available the coverage could be improved by delving deeper into the dissector’s logic
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For more information about this document, contact:
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	Title 
	Organization
	Phone #
	Email Address

	Alec Karry
	Managing Consultant
	Cigital, Inc.
	1-703-404-9293 x1303
	akarry@cigital.com

	Mike Cooper
	Senior  Security Consultant
	Cigital, Inc.
	1-703-404-9293 x2240
	mcooper@cigital.com
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Cigital, Inc. is the leading software security and quality consulting firm. Established in 1992, Cigital plans and implements initiatives that help organizations ensure their applications are secure and reliable while also improving how they build and deploy software. Our recognized experts apply a combination of proven methodologies, tools, and best practices to meet each client's unique requirements, providing resources and knowledge to deliver value to their business.
Cigital has enabled some of the most well-known organizations world-wide in financial services, communications, insurance, online gaming, hospitality, e-commerce and government to reduce their mission-critical software business risks. Our offices in the UK and Northern Europe broadens our reach and allows us to support our trans-Atlantic clients more completely with European consulting, assessment and training operations.
Our expert advisors are recognized thought leaders in software security and have written the books on software security and quality with such publications as the Web Security Testing Cookbook, Exploiting Online Games, Software Security and Building Secure Software.
Cigital is headquartered near Washington, D.C. with regional offices in the U.S., London, Amsterdam and India.
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